
Open Source results by 
projects participating in 

CLOUD FORWARD 2016, 19 Oct 2016, Madrid 



25 projects (û78M): 16 in H2020 (û56M), 6 in FP7 (û17M), 2 in CIP (û5M). 



          

Why COCO CLOUD? 

Å In data -driven economy, where data flows ñfreelyò, security should  
ñstickò to data, not bolt-on in infrastructure  

Å Cloud storage emerges as the cheapest solution for many SMEs,  but 
how to ensure control for confidential data sharing?  

Å Solutions is to attach data sharing policy to data, encapsulate and 
encrypt it, before moving it to cloud.  

Å Only data owner has full control over its data access and usage, 
anywhere and anytime (data can be copied, replicated etc, but policy 
remains attached to it)  
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What is available as open source? 

Coco Cloud reference implementation with  
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ÅESCUDO-CLOUD Framework 

ïProvides modular family of solutions for securing outsourced 
data 

ïSupports multi-dimensional security goals 

ïMultiple systems that complement each other 

ïCombination through use of open standards and APIs 

ïOpen-source contributions of selected results 

ÅDemonstrate results in relevant contexts 

ïCloud computing : client and server 

 

ESCUDO-CLOUD 
Enforceable Security in the Cloud to Uphold Data Ownership 



ÅKey management and at-rest encryption inside 
Openstack Swift (IBM) 

ïhttps:// github.com/openstack/swift 
 

ÅVerification of Integrity and Consistency for Cloud 
Object Storage - VICOS (IBM) 

ïhttps:// github.com/ ibm-research/vicos/  

Major open-source tools produced by 
ESCUDO-CLOUD 



Multi-cloud Secure Applications 

 MUSA Framework made of tools to address 
the security in the whole multi-cloud 

applications life-cycle. 

Multi -cloud application: an application 
which components are distributed over 
or use heterogeneous cloud resources.  

Support to the creation of self-protective multi-cloud applications that can deal 
with the security of the individual components & overall application security 
including the communications and the data flow between the components.  
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Main resulting products 
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Å All MUSA tools have open source versions.   

Å All MUSA tools will be integrated in a single Front-End to ease their use, 
supporting DevOps and agile developments. 

Å Initial prototypes will be available in Bitbucket 31st Dec 2016, and Final 
versions in 31st Dec 2017. Nevertheless, we follow agile development. For 
example:  

https:// bitbucket.org/cerict/sla-generator 

https://youtu.be/nyihWBERlzk 

Å Initial tools available to test at: www.musa-project.eu  - Tools menu ς (On 
going work) 
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SPECS Project 
Secure Provisioning of Cloud Services 

based on SLA Management 

SPECS Open Source Framework 



SPECS Mission 

SPECS aims at using Security SLAs to: 

Ânegotiate Security among CSC and CSP, 

enabling Customers to compare CSPs and 

CSPs to offer security addressing customer 

specific needs; 

Âautomatically enforce Security on services 

delivered to CSCs according to their 

requirements. 

Âenable both CSCs and CSPs to monitor 

security levels and react when security is 

violated 
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SPECS Model 

23/02/16 13 

Customer 

SPECS  

Owner 

Developer 

CSP 

Develop  Use 

Manage 

Cloud 

Service 

Cloud 

Service 

Use 

Broker & 

Configure 



SLA-based cloud Services 
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